MEMORANDUM

COUNTY OF PLACER

DEPARTMENT OF ADMINISTRATIVE SERVICES
PROCUREMENT SERVICES DIVISION

TO: Honorable Board of Supervisors
FROM: Brett Wood, Purchasing Manager
DATE: December 8, 2015

SUBJECT: Total Protection for Data Loss Prevention Hardware and Software - Aurora
Enterprises

ACTION REQUESTED

1. Approve the award of a purchase order to Aurora Enterprises of Torrance, CA for the acquisition of
Total Protection for Data Loss Prevention hardware, software, training, first year warranty, and
related implementation services, in the amount not-to-exceed of $92,838. Funded by the
Administrative Services Department’s Information Technology Division’s FY 2015-16 Final Budget;

2. Add Total Protection for Data Loss Prevention hardware appliance to the County’s FY 2015-16
Master Fixed Asset List and approve the resulting Technical Budget Revision in the amount of
$9,007 within the appropriate account(s) of the FY 2015-16 Information Technology Division’s
Budget; and authorize the Director of Administrative Services and the Purchasing Manager to
sign the resulting procurement documents and take the necessary actions to implement the Total
Protection for Data Loss Prevention solution.

BACKGROUND

The Administrative Services Department’s Information Technology Division (Department) is
responsible for the management and security of the County’s Enterprise Data Network. The
Department relies on a host of hardware, software and managed services to proactively identify
threats and prevent unauthorized and potentially malicious access to the County’s Enterprise Data
Network (Network) and information technology infrastructure.

In our continued effort to develop security strategies for the protection of sensitive data on the
County’s Network, in the cloud, or residing on user endpoints, the Department’s Security Group
evaluated the capabilities of multiple data loss prevention solutions. Based on their evaluation, it was
determined that Aurora Enterprises’ Total Protection for Data Loss Prevention solution best met the
County’s requirements for safeguarding the County’s information technology assets.

On November 17, 2015, Aurora Enterprises provided the Department with a proposal in the amount of
$92,838 for the acquisition of an enterprise class Total Protection for Data Loss Prevention (DLP)
solution that integrates with the County’s existing security platform. The DLP solution will provide the
Department’s Security Group with the necessary tools to gain visibility into how personal identifiable
information (Pll) is being stored, accessed, and managed by County employees. Pll data includes
individual’s name, social security number, date of birth, medical information or financial information. This
added layer of protection will align existing business processes with information security best practices
and reduce the risk of a data breach.

In accordance with Purchasing Policy Manual 1.3(i), information technology services and equipment,
software, installation, maintenance and training purchases may be exempted from the normal
competitive bid process. Therefore, in order to proceed with the actions being requested above, your
Board's approval is required.
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FISCAL IMPACT
The resuiting purchase order in the total amount of $92,838 will be funded by the Administrative

Services Department’s Information Technology Division’s FY 2015-16 Final Budget. The requested
Technical Budget Revision within the appropriate accounts of the Information Technology Division’s
budget to support this purchase is also attached. The annual software licensing and hardware
maintenance costs are $36,000 and will be budgeted appropriately in subsequent budget years.

Cc: Melissa Nunnink, Administrative Fiscal & Operations Manager
Jonathan Schmidt, Budget Analyst
Kathy Buchanan, Deputy Director of Information Technology
Jarrett Thiessen, Information Technology Manager

Attachment:  Master Fixed Asset Addition
Budget Revision

ADDITIONS TO THE MASTER FIXED ASSET LIST 416




DESCRIPTION AMOUNT
Total Protection for Data Loss Prevention Appliance $9,007
Total Fixed Asset $9,007
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FOR CASH TRANSFERS & RESERVE CANCELLATIONS PLEASE PROVIDE THE FOLLOWING
Fund/subFund - OCA - PCA - G/L - Sub G/L

POST DATE:

DEPT
NO.

DoC TOTAL
TYPE

Total $ Amount LINES

PLACER COUNTY

BUDGET REVISION

Cash Transfer Required

01

BR, 18,014.00 2

I Establish Reserve Required

Reserve Cancellation Required

PAS DOCUMENT NO.

/

&

Auditor-Controller

County Executive

S

8Ly

|:IBoard of Supervisors
ESTIMATED REVENUE ADJUSTMENT APPROPRIATION ADJUSTMENT

el | TC [Rev| Fund | M ) oca PCA oes3 | pros | FROM ) amount | DT 1 e | Rev | Funa | VP rogram s ocA PCA oBJ3 PROJ. PROJ AMOUNT

01 01 | 014 250 | 110 | 888888880102050 [ 90205 ITSEC | 4451 9,007.00 |incr

01 01 | 015 250 | 110 | 888888880102050 | 90205 ITSEC | 2292 9,007.00 |decr

01

01
TOTA([ 18,014.00

TOTAI| 0.00 |
REASON FOR REVISION:

Prepared by Melissa Nunnink  Ext 4208

Department Hech e

Board of Supervisors
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Distribution: ORIGINAL ONLY to Auditor

Date: 11/23/15

Page:

Budget Revision #
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