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MEMORANDUM
COUNTY EXECUTIVE OFFICE
ADMINISTRATION
County of Placer

DATE:

October 23, 2018

TO:

Honorable Board of Supervisors

FROM:

Todd Leopold , County Executive Officer
By: Chad Fenstermacher, Budget Analyst

SUBJECT:

Placer Administrative Manual Use of Private Devices and Accounts for County
Business and the Public Records Act Policy

ACTION REQUESTED
Adopt a resolution approving the new Use of Private Devices and Accounts for County Business
and the Public Records Act Policy for the Placer Adm inistrative Manual.
BACKGROUND
A policy of Placer County is to provide transparency and compliance with the California Public
Records Act (CPRA). The Use of Private Devices and Accounts for County Business and the
Public Records Act Policy was developed to assist Placer County Management with their
responsibility to address the County's public records that may exist outside of the County's
electronic and communications systems, i.e. , residing on personally owned mobile
communication devices (MCD) or personally owned computers or other private devices or
accounts, including private cloud-based accounts.
The Placer Administrative Manual contains identified Countywide policies, procedures,
regulations, and guidelines. The Placer Administrative Manual committee, which is comprised
of staff from the Auditor-Controller, Administrative Services, County Counsel, County Executive
Office, Human Resources, and Public Works and Facilities departments, reviewed the policy
and recommends its approval.
FISCAL IMPACT
There is no County fiscal impact from this action.
ATTACHMENTS
Attachment 1 - Resolution with Exhibit A, Use of Private Devices and Accounts for County
Business and the Public Records Act Policy
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Before the Board of Supervisors
County of Placer, State of California
In the matter of:
Adoption of Placer
Administrative Manual Use of Private Devices and
Accounts for County Business and the Public Resolution No. : _ _ _ __
Records Act Policy
The following Resolution was duly passed by the Board of Supervisors of the County of
Placer at a regular meeting held._ _ _ _ _ _ _ _ __ __

, by the following

vote on roll call:
Ayes:
Noes:
Absent:

Signed and approved by me after its passage.
Chair, Board of Supervisors

Attest:

Clerk of said Board

WHEREAS, provide transparency and compliance with the California Public Records
Act (CPRA).
WHEREAS, the Use of Private Devices and Accounts for County Business and the
Public Records Act Policy was developed to assist Placer County Management with
their responsibility to address the County's public records that may exist outside of the
County's electronic and communications systems
WHEREAS, the attached Placer Administrative Manual Use of Private Devices and
Accounts for County Business and the Public Records Act Policy was reviewed by the
Placer Administrative Manual Committee,
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BE IT RESOLVED, by the Board of Supervisors, County of Placer, State of California,
Exhibit A: Placer Administrative Manual Use of Private Devices and Accounts for
County Business and the Public Recoras Act Policy
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EXHIBIT A

PLACER COUNTY
USE OF PRIVATE DEVICES AND ACCOUNTS FOR
COUNTY BUSINESS AND THE PUBLIC RECORDS
ACT POLICY
1.0 PURPOSE AND APPLICABILITY
1.1 Purpose . The County of Placer is committed to transparency and compliance with the
California Public Records Act (CPRA). This policy is intended to address the County's public
records that may exist outside of the County's electronic and communications systems, i.e.,
residing on personally owned mobile communication devices (MCD) or personally owned
computers or other private devices or accounts, including private cloud-based accounts
(collectively referred to as Private Electronic Accounts or PEA).
1.2 Applicability. This policy applies to County employees, elected and appointed officials,
officers and others who are in possession of "public records" residing in their Private
Electronic Accounts or otherwise stored 9~tside of the County' s electronic and
communications systems.
1.3 Public Records. "Public records" include any writing, photograph, sound recording and/or
video on either a public or private device or account that relates in some substantive way to
the conduct or in furtherance of the public's business. In making the determination as to
whether a writing, photograph, sound recording or video is a public record, factors to
consider include: "the content itself; the context in, or purpose for which, it was written; the
audience to whom it was directed; and whether the writing was prepared by an employee
acting or purporting to act within the scope of his or her employment." City of San Jose v.
Superior Court (2017) 2 Cal.5th 608, 618. "Public records" may include, but are not limited
to, emails, word documents, photographs, handwritten notes, text messages, voicemail, or
similar records.
2.0 USE OF COUNTY ACCOUNTS AND DEVICES ENCOURAGED
2.1 County employees and officers are encouraged to conduct all County business by using their
County accounts and/or County-issued electronic devices. Doing so will help facilitate the
County' s response to CPRA requests and reduce burdens on the employees and officers.
2.2 If County business is conducted using a PEA, emails or other electronic messages in such
private accounts that appear to be or are determined to be "public records", the employee
shall be responsible to copy the same to his or her County email account or County-issued
electronic device pursuant to the method prescribed under 4.0.
2.3 Text messaging about County business using personal cell phones should be minimized in
general and should not be used for any substantive communication. Substantive texts,
though short, may be considered public records.
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2.4 Employees should be aware that: (1) searching your private device for public records may be
time consuming and burdensome; (2) use of personal accounts to conduct County business
may result in being individually named in litigation regarding the records and (3) individual
privacy may be impacted by a CPRA request. The use of County accounts is therefore
encouraged to lessen the burden on employees and to simplify the process of responding to
CPRA requests.
11

2.5 Employees are also referred to Section 3.22 ofthe "Mobile Communications Devices Policy
which includes an acknowledgment on responses to requests for information under the

,

CPRA.
3.0 TRANSFER OF PUBLIC RECORD DATA
11

3.1 Emails, texts or other "public records that reside on PEA shall, as soon as possible, be
moved or copied to an appropriate County system, database or library for proper retention.
Such records should be deleted from the PEA after they have been transferred to the
appropriate County system and once there is no further utility for the records to reside on
the private device or account.
To prevent computer viruses, an employee who must transfer public records from a PEA to a
County account must first check with his or her department and/or the IT Division to
determine the secure method of transferring such records into the County system.
4.0 COOPERATION WITH COUNTY'S CPRA RESPONSE PROCEDURES
4.1 Upon receipt of a CPRA request and any supplemental instructions an employee shall search
his or her personal device or account for public records related to the request. If the
employee is uncertain if the record is "public11 , said employee should contact his or her
supervisor for further instructions.
4.2 Employees must conduct a thorough and reasonable search for public records related to the
CPRA request and may be required to complete a verification form to document the search.Employees shall provide responsive public records and a completed verification form, if
applicable, to their supervisor or other authorized representative within the time requested
by their supervisors or authorized representative. Note that responsive public records are
still subject to possible exemptions before production.
4.3 Elected and appointed officials. Elected and appointed officials must also conduct a
thorough and reasonable search for responsive pubic records and it is recommended that
they follow the same procedures as employees to the extent that it does not impermissibly
interfere with the performance of their statutory functions.
4.4 Departing Employees. Before their last day with the County, employees leaving the County
shall move all public records from their PEAs to a County account or system for further
disposition by the County. Employees may be asked to complete an affidavit or other form
attesting to their search and transfer of public records.
5.0 PROCEDURES AND TRAINING IMPLEMENTING THIS POLICY
Procedures, training, forms and acknowledgments implementing this Policy may be created
by each department and authorized by the County Executive Officer.
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