MEMORANDUM

QOFFICE OF THERE
COUNTY EXECUTIVE OFFICE
COUNTY OF FLACER
T Henorable Board of Supervisors .
FROM: Thomas Miller, County Executive Officer e
By: Ronald Baker, Senlor Administrative Scivices Officer % %ﬂ

DA'TLE: May 12, 2009

SUBJEGCT: Adopt a Resolutton approving the Placer County [dentity Theft Prevention Program
in Accordance with the Tair and Accurate Credit T'ransactions Act of 2003

REQUEST

That your Board adnpm a resolution approving the Placer eruﬁty Idenl:it}r Theft Prevention
Program in accordance with the Fair and Accurate Credit Transactions Act of 2003,

- BACKGROUNTY

The purpose of the Identity Theft Prevention Program is to comply with the Federal “Liade
Commission regulations issued under the Fair and Accurate Credit ‘I'tansactions {FACT) Act of
2003. The Program will assist staff in the detection, prevention and mitigation of identity theft by

identifying and detecting identiry theft red flags and by responding to such red flags in a manner that
will prevent and mitigate 1dentity theft.

The Federal Trade Commission regulations governing the Identity Theft Prevention Program,
adopted as 16 CER § 681.2 require creditors to develop and provide a written program to detect,
prevent and mitipate identity theft in connection with the opening of 2 covered account or any
exdsting coveted account. Recently, the FACT Act has been amended to require that all creditors

(including local government agencies that defer payments for goods or services) establish policies
and procedutes to help prevent identiiy theft.

The County has determined that it i3 a “creditor” under the FI'C Regulations based on the activities
of certain departments and consequently is requited to have an Identity Theft Prevention Program
in place. ‘The depattments, which are considered to be Stakeholder Depattments, are:

»  Administrative Services

¢  Community Development Resources Agency

o Facilsty Services

# Health and Fuman Services

¢ Redevelopment Agency
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Page 2 of 2

‘The FTC Regulations specily guidelines that should be considered in the development of the
Program, taking intc account the past incidents of identity theft with respect to the County’s
vovercd accounts and the County’s assessment of the sisk of futare incidents. Accotdingly, the
County’s Program provides a basic framework governing the County’s policies and procedutes for
the identification, prevention and mitigation of incidents of identicy theft with respect to the
County's coveted accounts. In developing the Program, the County has considered relevant “red
flaps” outlined in the I'TC Regulations which arc patterns, practices, or specific activities ﬂ‘l’lf‘
indicate the possible cxistence of identity theft with respect to a covered account.

Consistent with the FT'C Regulations, the initial Progtam is to be in place by May 1, 2009 and
requires Board of Supervisors’ approval. The implementation and administration of the Progtam is
to he overseen by the County Fxecutive Office,

FISCAL IMPACT

‘There is nio fiscal impact to the adoption of the Placer County Identity Theft Prevention Program by
your Board nor to the implementation of the Program by departments.

Armchments:

Resolution
Placer County Tdentity Theft Prevention Program
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Before the Board of Supervisors
County of Placer, State of California

In the matfer of Resal. No;
A RESOLUTION APPROVING THE PLACER COUNTY .
IDENTITY THEFT PROGRAM IN ACCORDANCE WITH Ord No:
THE FAIR AND ACCURATE CREDIT TRANSACTIONS

ACTO OF 2043 ' Fizst Reading:
The following RESOLUTION was duly passed by the Board of Supervisots of the
County of Placer at a regular meeting held May 12, 2009

by the following vote on roll call:
Avyes:
Noes:
Absent:

Signed and approved by me alter its passage.

Chairman, Board of Supervisors
Arrest:

Clerk of said Boatd

WHEREAS, the Fair and Accurate Credit Transactions Act of 2003 (“TACT Act™), I5U8.C. §
1681 ef seq., directed certain federal agencies to issue joint regulations and puidelines addressing the
detection, prevention and miligation of identity thefl, and those agencies have adopted regulations and
guidelines which are known as the “Red Flag Rules” (16 C.F R. Part 681); and

WHEREAS, County Executive Office staff, with advice from County Counsel, conducted a
thorough analysis of the financial operations of County departinents 1o determine which activities might
be subject to the Red Flag Rules, and developed an Identity Theft Prevention Program, attached hereto,
to ensure that the County fully complies with the Red Flag Rules.

NOW, THEREFORE, BE IT RESOLVED by the Board b[‘Supcrvisors of the County of

Placer, State of Calilornia, that the Identity Thefl Prevention Program altached hereto is hereby adopted
and shall be effeclive upon the date of signature. '
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COUNTY QF PLACER
IDENTITY THEFT PREVENTION PROGRAM

Purpose

The purpose of the |dentity Theft Prevention Program ("ITFP” cor “Program”) is to
comply with the Federal Trade Commission regulations issued under the Fair and
Accurate Credit Transactions (FACT) Act of 2003. The Program will assist staff in
the detection, prevention and mitigation of identity theft by identifying and detecting
identity theft red flags and by responding to such red flags in 2 manner that will
prevent and mitigate identity theft.

Background

The Federal Trade Commission regulaticns governing the |dentity Theft Prevention
Program, adopted as 16 CFR § 681.2 (referred to as the “FTC Regulations®), require
creditors to develop and provide a written program to detect, prevent and mitigate
identity theft in connection with the opening of a covered account or any existing
covered account. Recently, the FACT Act has been amended {o require that all
creditors (including local government agencies that defer payments for goods or
services) establish policies and procedures to help prevent identity theft. Under the
FTC Regulations, “creditor” is & person that extends, renews or continues credit, and
defines “credit,” in part, as the right fo purchase property or services and defer
“payment. The FTC Regulations include utility companies in the definition of creditor.

The FTC Reguiations define “covered account,” in part, as an account that a creditor
provides for personal, family or househeld purposes that is designed 1o allow multiple
payments or transactions or any other account that the creditor maintains for which
there is a foreseeable risk to customers or to the safety and soundness of the creditor
fromt identity theft.

The County has determined that it is a “creditor” under the FTC Regulations based
an the activities of certain departments and consequently is required to have an
Identity Theft Prevention Program in pface, The departments, which are considered
to be Stakeholder Departments, are; '

+ Administrative Services

Community Development Rasources Agency
Facility Services

Health & Human Services

Hedevelopment Agency

" & & &

The FTC Regulations specify guidelines that should be considered in the
development of the Pregram, taking into account the past incidents of identity theit
with respect {o the County’s govered accounts and the County’s assessment of the
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risk of future incidents. Accordingly, the County’s Program provides a basic
framework governing the County's policies and procedures for the identification,
prevention and mitigation of incidents of identity theft with respect to the County's
covered accounts. In developing the Program, the County has considered relevant
“red flags" (see Definitions section, page 5) outlined in the FTC Regulations which
_are patterns, practices, or specific activities that indicate the possible existence of
identity theft with respect te a covered account, -

Censistent with the FTC Regulations, the initial Program is to be in place by May 1,
2009 and requires Board of Supervisors’ approval. The implementation and
administration of the Program is to be overseen by the County Executive Office.

The Federal Trade Commission also has issued regulations, adopted as 16 CFR §
681.1, to require users of consumer credit reports to develop policies and
procedures relating to notices regarding address discrepancies from a consumer
_reporting agency. The County uses consumer credit reports for a variety of purposes
such as: obtaining credit information regarding loan applicants, establishing deferred
payment plans, and locating delinquent debtors. The departments that use the
consumer credit reports for these purposes are listed above as Stakehclder
Departments in the paragraph where the County determined that it aclts as a
“creditor.” In addifion, the County uses consumer credit informaticn for conducting
background checks in the County’s hiring process. This is done at the Office of the
Sheriff. It was determined that the FACT Act does not apply because only part of the
consumer jnformation is used, the data is not retained at the County and notices of
address discrepancy arg not sent to the County,

Definitions
The following definitions apply o the Identity Theft Prevention Program (ITPP).

{a) "Covered account” means (i) An account that a financial institution or creditor
offers ar maintains, primarily for personal, family, or household purposes, that
involves or is designed to permit multiple payments or transactions, such as a
credit card account, mortgage loan, automchile lean, margin account, cefl
phone account, utility account, checking account, or savings account; and (ii)
Any other account that the financial institution or creditor offers or maintains
for which thaere is a reasonably foreseeable risk to customers or to the safety
and soundness of the financial insfitution or creditor from identity theft,
including financial, operational, compliance, reputation, or litigation risks.,

(b) "Credit" means the right granted by a creditor to a debtor to defer payment of
debt or to incur debis and defer its payment or to purchase property or
services and defer payment therefore.

(c) “Creditor” means any person who regularly extends, renews, or continues
credit, any person who regularly arranges for the extension, renewal, or
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confinuation of credit; or any assignee of an original creditor who participates
in the decision to extend, renew, or continue cradit and includes utility
companies and telecommunications companies.

{d) "Customer’ means a person that has a covered account with a creditor,

{e) "ldentity theft" means a fraud committed or attempted using identifying
information of another person without autharity.

{f) “Loan Programs” mean the County loan programs managed by the Flacer
County Redevelopment Agency.

(g) "Personal Identifying Information” means any name or number that may be
used, alone or in conjunction with any cther information, to identify a specific
person, including any:

)

i)
iv)

Name, social security number, date of birth, government issued driver's
license or identification number, alien registration number, government
passport number, employer or taxpayer identification number;

Unigue biometric data, such as fingerprint, voice print, retina or iris image,
or other unique physical representation,

LInigue electronic identification number address or routing code.
Telecommunication identifying information or access device as defined in
18 U.8.C.1029(e),which states: any card, plate, code, account number,
electronic  serial - number, mobile identification number, personal
identification number, or other telecommunications service, equipment, or
instrument identifier, or other means of account access that canh be used,
alone or in conjunction with ancther access device, to obtain money,
goods, services, or any other thing of value, or that can be used io initiaie a
transfer of funds (other than a fransfer originated solely by paper
instrument); means any card, plate, code, account number, electronic
serial number, mohile identification number, personal identification number,

or other telecommunications service, equipment, or instrument identifier, or -

other means of account access that can be used, alene or in conjunction
with another access device, to obtain money, goods, services, or any other
thing of value, or that can be used to initiate a transfer of fuhds (othet
than a transfer originated solely by paper instrument).

(h) "Red flag” means a pattern, practice, or specific activity that indicates the
possible existence of identity theft.

(i) "Service provider” means a person that provides a service directly to the
County. -

{j) "Stakeholder Department” means a County depariment that is impacted by the
FACT Act. As of March 2008, the impacted departments and the reason that
they are impacted are.



Administrative Services - Administers programs in Revenue Services division
for creditors and thus is at risk for identity theft

Community Development Resource Agency — Plan inspection fees are paid in
installments after an initiai deposit and thus may be at risk for identity theft,

Facility Services —~ Tipping fees for the West Placer Waste Management
Authority and sewer fees are billed for certain individuals monthly, Credit
-information is maintained, '

Health & Human Services — Provides payment plans for patrons of the medical
clinic.

Redevelopment Agency ~ Administers loan program for  housing
improvements with accounts receivable and thus is at minimal risk for identity
theft, '

Risk Assessment

(1)} The County is a creditor due fo its provision or maintenance of covered accounts
for loan programs, general assistance, debt coilection and medical services.

(2) The County has not encountered any reported incidents related to identity theft
inveolving the County’s covered accounts.

(3} The County limits access to persconal identifying information to those employees
responsible for or otherwise involved in opening or restoring covered accounts or
accepting payment for use of covered accounts.

{4) The County must comply with many regulations that protect an individuai's right te
privacy such as HIPAA, AB2985 {2006) Foster Youth Identity Theft, SB1104
Welfare and Institutions code, etc.

(8) The County has well established IT (Information Technology} security policies that
cover the computer systems that store the personal information.

(8) In addition to County security policies and procedures, each department has
- security policies and procedures of their own.

(7) The County has secure campuses where employees must pass through a
seclirity network to obtain physical access.

(8) Access to coverad agcounts is limited to authorized County personnel.
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(9) Each Stakehofder department has established procedures for opening and
maintaining_ covered accounts.

Qutside Service Providers

As listed above, the Cm}nty uses services providers to assist in collecting accounts.
Each Stakeholder Department is responsible for the oversight of their service
providers. . :

Categories and Types of Red Flags Applicable to Accounts’

Because of the wide range of County activities, each Stakeholder Department
identifies the categories and types of red flags, as listed in Appendix A that are
unigue to their situation.

Prevention and Mitigation of Identity Theft

Existing Accounts

{1)In the event that any County employee responsible for or involved in
restoring an existing covered account or accepting payment for a covered
account becomes aware of red flags indicating possible identity theft with
respect to existing covered accounts, such employee will use his/her
discretion o determine whether such red flag or combination of red flags
suggests & threat of identity theft. If such.employee determines that identity
theft or attempted identity theft is likely or probable, such employee will
report such red flags to histher immediate supervisor. |If such employee
deems thatl identity theft is unlikely or that reliable information is available to
reconcile red flags, the employee will convey this information to histher
supervisor who may in his/her discretion determine that no further action is
necassary. If it is determined that further action is necessary, a County
employee will perform one or more of the following responses, as
determined to be appropriate by his/her supervisor;

a. Notify the custemer regarding the information that indicates the threat
of identity theft;

k. Close the account.

c. If applicable, cease attempts to collect additional charges from the
customer and decline to sell or transfer the customer's account to a
debt collector in the event that the customer's account has heen
accessed without authorization and such access has caused
additional charges to accrue;

' A full list of Red Flags listed in the Federal Trade Commission Regulations for creditors to consider in
adopting {heir identity theft prevention programs can be found at Appendix A,
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d. If applicable, nctify a debt collector of the discovery of likely or

- probable identity theft relating to a customer account that has been

sold to or is being serviced by such debt collector in the event that a

customer's account has been transferred to a debt collector prior to

the discovery of tha likelihood or probability of identity theft refating to
such account; :

e. In the event that someone other than the customer has accessed the
customer's covered account causing additional charges to accrue or
accessing personal identifying information, notify the Department
Director or the Director's designee. The Department Director or the
Director's designee will then determing whether further notifications to
the County Executive Office, County Counsel and/ or the Placer
County Sheriff are warranted under the circumstances, or

f. Take other appropriate action to prevent or mitigate identity theft.

New Accounts

(2) 1In the event that any County employee responsible for ar invelved in opening
a new covered account becomes aware of red flags indicating possible
identity theft with respect 1o an application for & new account, such employee
will use his/her diséretion to determine whether such red flag or combination
of red flags suggests a threat of identity theft. If such employee determines
that identity theft or attempted identity theft is likely or probable, such
employee will report such red flags to histher immediate supervisor. If suich
employee deems that identity theft is unlikely or that reliable information is
available to reconcile red flags, the employee will convey this information
and determine that no further action is necessary. |If further action is
nacessary, a County employee will perform one or more of the following
responses, as determined to be appropriate by hisfher manager:

a. Request additional identifying infarmation from the applicant;

b. Deny the application for the new account;

c. Notify the Stakeholder Depariment Director or the Director's
designee, who will then datermine whethar further notifications to the
County Executive Office, County Counsel and/or the Placer County
Sheriff are warranted under the circumstances; or

d. Take other appropriate acfion to prevent or mitigate identity thett.

Updating the Program (Program Administration)

The County Executive Office ("CEQ") will annually review and update the |dentity
Theft Prevention Program alonhg with any relevant red flags in order to reflect
changes in risks to customers or to the safety and soundness of the County and its
covered accounts from identity theft, In so doing, the CEO will consider the following
factors and exercise its discretion in amending the program:
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(1) The County's experiences with identity theft;

{2) Updates in methods of identity theft;

(3) Updates in customary methods used to detect, prevent, and mitigate identity
theft,

{4) Updates in the types of accounts that the County offers or maintains; and

(6} Updates in service provider arrangements.

Program Administration

Senior Staff within the Stakeholder Departments (“Senior Staff) are responsible for
aversight of the Program and for Program implementation and will be responsible for
preparing repcrts ito the County Executive Office related to compliance with the
Program and recommendations for changes to the Program (“Program Repors”).
The County Executive Office will review Prcgram Reports and will oversee the
implementation of material changes to the Program, as necessary in the opinion of
the County Executive, to address changing identity theft risks and to identify new or
. discontinued types of covered accounts. Any recommended material changes to the

program, as determined by the County Executive, will be submitted to the Board of
Supervisors for acceptance.

(1) Senior Staff will report to the County Executive at least annually on
compliance with the red flag requirements. The report will address material
matters related to the Program and evaluate issues such as:

a. The effectiveness of the policies and procedures of County in
addressing the risk of identity theft in connection with the opening of
covered accounts and with respect 1o existing covered accounts;

k. Service provider arrangements;

c. Significant incidents involving identity theft and management's

~ response,; and

d. Recommendations for material changes to the Program.

(2) Senior Staff within each Stakeholder Departinent are responsible for providing
training to ali employees within the Stakeholder Department who are
responsible for or involved in opening a new covered accoutit, restoring an
existing covered account or accepting payment for a covered account with
respect to the implementation and requirements of the Identity Theft
Prevention Program. The Senior Level Staff will exercise his or her discretion
in determining the amount and substance of training necessary.
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Appendix A

Categories and Types of Red Flags

The red flags listed below are set forth in the FTC {Federal Trade Commission)
Regulafions for creditors to consider in adopting their identity theft prevention
programs. The types of red flags fisted below do not apply to all covered accounts.

{1) Alerts from consumer reporting agencies, fraud detection agencies or service
providers. Examples of alerts include but are not limited to:

po o

A fraud or active duty alert that is included with a consumer repord;
A notice of credit freeze in response to a request for a consumer repont;
A notice of address discrepancy provided by a consumer reporting agency;
Indications of a pattern of activity in a consumer report that is inconsistent
with the history and usual patfern of activity of an applicant or customer,
such as:
i. Arecent and significant increase in the volume of inguiries;
ii. An unusual number of recently established credit relationships;
iti. A material change in the use of credit, especially with respect to
recently established credit relationships; or
iv. An account that was closed for cause or identified for abuse of
account privileges by a financial institution or creditor.

(2) Suspicious documents. Examples of suspicious documents include:

C.

a. Documents provided for identification that appear to be altered or forged,
b.

ldentificaticn on which the pholograph or physical description is
inconsistent with the appearance of the applicant or customer;

Identification on which the information is inconsistent with information
provided by the applicant or customer;

Identification on which the information s inconsistent with readily
accessible Infermation that is on file with the financial institution or creditor,
such as a signature card or a recent check; or

An application that appears to have been altered or forged, or appears to
have been destroyed and reassembled.

{3) Suspicious personal identification, such as suspicious address change.
Examples of suspicicus tdentifying information include:

a. Personal identifying information that is inconsistent with external
information sources used by the financial institution or creditor. For
example:



i. The address does nhot match any address in the consumer
report; or ,
ii. The Social Security Number (SSN) has not been issued, or is
listed on the Social Security Administration's Death Master File.

Personal identifying information provided by the customer is not
consistent with other personal identifying information provided by the
customer, such as a lack of correlation between the SSN range and
date of birth: '
Personal identifying information or a phone number or address, is
associated with known fraudulent applications or activities as indicated
by internal or third-party scurces used by the financial institution or
creditor:
Other information provided, such as fictitious mailing address, mail drop
addresses, jail addresses, invalid phone numbers, pager numbers or
answering services, is associated with fraudulent activity,
The SSN provided is the same as that submitted by other applicants or
customers for the same type of covered account;
The address or ielephone number provided is the same as or similar to
the account number or telephone number submitted by an unusually
large number of applicants or customers Yor the same type of covered
account;
The applicant or customer fails to provide all required personal
identifying information on an application or in response to netification
that the application is incomplete;
Perscnal identifying Information is not consistent with personal
identifying information that is on file with the financial institution or
creditor; or
The applicant or customer cannot provide authenticating information
beyond that which generally would be available from a wallet or
consumer report.

(4) Unusual use of or suspicious activity relating'to a covered account. Examples
of suspicious activity include:

-a. Shortly following the notice of a change of address for an account, the

b.

C.

County receives a request for the addition of authorized users on the
account.
A new revolving credit account is used in a manner commonly
associated with known patterns of fraud patterns. For example:
i. The customer fails to make the first payment or makes an initial
payment but no subsequent payments.
An account is used in a manner that is not consistent with established
patterns of activity on the account. There is, for example:
i. Nenpayment when there is no history of late or missed
payments,
i. A material change in purchasing or spending patterns;



d. An account that has been inactive for a long pericd of time is used
(taking into consideralion the type of account, the expected pattern of
usage and other relevant factors).

e. Mail sent to the customer is returned repeatedly as undeliverable
aithough transactions continue to be conducted in connection with the
gustomer's account,

f. The County is notified that the customer is not receiving paper account
statements. '

g. The County is notified of unauthorized charges or transactions in
connection with a customers account.

h. The County is notified by a customer, law enforcement or another
person that it has opened a fraudulent account for a person engaged in
identity theft.

(5) Motice from customers, law enforcement, victims or other reliable sources
regarding possible identity theft or phishing relating to covered accounts.
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